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1. Introduction

1.1 Purpose of the Report

Presented by NKL Associates s.r.o. (“NKL”), the operator of XNXX.com (“XNXX” or “platform”), this report is published in
accordance with the obligations for Very Large Online Platforms as defined by Article 33 of the Digital Services Act
(Regulation (EU) 2022/2065) (“DSA”). Its main objective is to clearly account for NKL’s content moderation procedures on
XNXX and demonstrate how the platform meets the DSA’s requirements under Articles 15, 24, and 42 of the DSA.

Within this report, NKL outlines the proactive and reactive methods used to detect and remove illegal content or materials
violating the platform’s Terms of Service (“ToS”). By unveiling these processes, NKL aims to promote confidence among
recipients, regulatory bodies, and the wider public, ensuring that XNXX remains a legally compliant and trustworthy online
environment. These details underscore the platform’s dedication to upholding the principles of transparency, security, and
accountability set out in the DSA.

1.2 Commitment to the DSA

NKL acknowledges the importance of adhering to the DSA’s rigorous standards, particularly for adult-oriented services. As
a result, the organization has instituted comprehensive content moderation practices, which rely on both advanced
automated means and continuous human review. This two-pronged approach ensures that harmful or illegal materials are
swiftly flagged, reviewed, and removed when necessary.

In line with DSA protocols, NKL has integrated processes for responding promptly to government requests and maintaining
transparency about its moderation efforts. These processes include banning recipients who blatantly breach the platform’s
ToS and publishing insights into how automated systems help filter illegal content. By executing these responsibilities
faithfully, NKL meets the DSA’s criteria and highlights XNXX’s dedication to cultivating a responsible and recipient-focused
platform.

1.3 Reporting Period

The findings and data within this report correspond to the timeframe spanning July through December 2024 (“Reporting
Period”). All statistics, responses, and policy developments discussed here are reflective of this specific interval.



2. Orders from Public
Authorities

In compliance with Article 15(1)(a) of the DSA, this section outlines the orders received from authorities within EU Member
States concerning illegal content and recipient information including but not limited to requests specified in Articles 9 and
10 of the DSA, which require service providers to address illegal content and disclose information about platform recipients.

2.1 Orders to act againstillegal content

During the Reporting Period, the platform received no orders to act againstillegal contentissued in accordance with Article
9 of the DSA by the relevant Member State authorities.

2.2 Orders to provide information about recipients

The table below provides an overview of the number of orders issued by Member State authorities requiring XNXX to provide
specific information about its recipients. It includes details such as the Member State responsible for issuing the order, the
number of such orders, the time required to notify the authority of receipt, and the time taken to comply with the order. The
median time to notify the authority of receipt or to comply with the order was not calculated orincluded in the table, as there
was only one data point.

Table 1: Numbers on Member States’ orders to provide information about XNXX’s recipients

Category of illegal content Scope - Number of orders to Time to inform the authority of Time to give effect to
Member State  provide information the receipt of the order [hrs] the order [hrs]

Sexual corruption of minors, abusive

behaviour Romania 1 1 1368

The delay in executing the order was caused by a technical issue: the request for information was sent through an
undesignated communication channel. Once the order was detected and identified as an order to provide information, the
order was processed swiftly, with the relevant authority being notified within one day. To prevent future recurrence of such
cases, NKL has revised its internal processes. Now, even requests sent through incorrect channels (e.g., emails intended
for other purposes) are promptly redirected to the appropriate personnel for timely processing.



3. Information on Notices
Submitted

3.1 Notices submitted through notice and action mechanisms

XNXX implements robust notice and action mechanisms in alignment with Article 16 of the DSA, ensuring recipients and
third parties (individuals or legal entities) can efficiently report illegal content or content incompatible with the ToS.

XNXX provides an “abuse reporting form”, prominently available in the "content removal" section of the platform (see Figure
1). This form enables recipients to report content they believe is illegal or in violation of the platform’s ToS. The abuse
reporting form adheres to Article 16(2) of the DSA by facilitating the submission of:

e Adetailed explanation of why the content is deemed illegal or violates the ToS.
e The exact electronic location of the content (e.g., the URL of the video).

e Contact details of the reporting party (e.g., name and email address), with optional anonymity for sensitive reports
involving Child Sexual Abuse Material (“CSAM”) or Non-Consensual Intimate Imagery (“NCII”).

Figures 1: Screenshot of XNXX’s notice and action mechanisms: abuse reporting form

CONTENT REMOVAL

Please understand that Xnxx is a hosting service for user-uploaded videos. We do our best to quickly remove content that violates our Terms of Service or
applicable once that material is reported.

ABUSE: If you come across uploaded material that is inappropriate, illegal, harmful or offe please report the content using the Abuse form below,
and be sure to include the video URL and any information that enables us to swiftly identify the itent and act on the .

COPYRIGHT: If you are a copyright owner who believes your content has been uploaded to this authorization, please use the Copyright link
below to use our online copyright take- form. Using our webform is the best war xpeditiously on reports; failure to use the
webform may delay proces i e ay introduce errors into the process.

Additionally, please note that we offer a digital fingerprinting servics revent the upload of unauthorized copyrighted material to Xnxx. If you are a
copyright owner interested in learning more about the e, ple: here

If you wish to report non copyright-related issues, such as trademark, privacy, harassment,
unlawful or offensive material, please use our ABUSE REPORTING FORM

If you wish to report a copyright issue, please use our FORM FOR COPYRIGHT
INFRINGEMENTS

Additionally, a “Report” button ﬂ accompanies each video on the platform, allowing immediate flagging of suspicious or
harmful content (see Figure 2).



Figure 2: Screenshot of XNXX’s notice and action mechanisms: the reporting form available via the “Report” button

REPORT THIS VIDEO:

Reason: © Nevermind @ Child Pornography @ Other @ Underage @ Nonconsensual @ Spammer

Name:

Email:

Details:

W | have a good faith belief that the information and allegations contained therein are accurate and complete.
Please check to confirm

I'm not a robot

RESTM  Content owners, click here to send us a takedown request for copyright infringement

Upon submission, recipients receive an acknowledgment email confirming receipt of the notice in accordance with Article
16 (4) of the DSA. All notices are reviewed by trained human moderators rather than automated systems. This manual
approach ensures objective and diligent handling of each notice, including the evaluation of evidence and subsequent
decision-making. Reports involving CSAM, NCII, or other severe violations are prioritized and investigated immediately. If
such content is confirmed, it is promptly removed, and the associated recipient account is permanently banned.

After the review process recipients who submitted a notice are informed of the decision (e.g., whether the content has been
removed or retained) and the rationale behind it. They are also provided with options for redress, including access to the
platform’s internal complaint-handling system, as required under Article 16(5) of the DSA.

Table 2 reflects the total number of actions taken in response to notices regarding both illegal content and content violating
platform’s ToS. Because the ToS closely align with EU laws, explicitly banning, in particular, content involving minors, non-
consensual acts, hate speech, bestiality, and unauthorized use of copyrighted materials, it can be difficult to distinguish
whether an action is taken strictly on the basis of the law or due to a ToS breach.

Currently, NKL’s database does not automatically categorize actions as purely legal or ToS-based. Implementing such
tagging would require significant system updates. However, NKL is working to enhance its technical capabilities so that
future reports provide more detailed information on the justification for notices.

Table 2: Statistical data on notices submitted in accordance with Article 16 of the DSA

Category of illegal Number of Number of Number of actions Non-correct Number of notices Median time to
content notices specific items of taken - content notices’ processed by using take action [hrs]
received information taken down automated means
Consent 70 84 2 81 0 0,1
Content 17 17 1 16 0 6,78
Copyright 29 45 21 23 0 8,41
Non consensual 6 8 8 0 0 0,1
Other 13 13 0 13 0 0,1
Spam 1 0 1 0 0,13
Stolen private 1 1 0 0 0

content
Underage 9 10 0 10 0 0,1

! The category labeled 'Not correct' refers to notices that, upon investigation, were determined to be unfounded.




3.2 Trusted Flaggers

NKL is committed to collaborate with Trusted Flaggers certified by the respective Digital Services Coordinators of Member
States to streamline the identification and removal of illegal content. XNXX’s systems are set up to prioritise notices from
Trusted Flaggers to enhance the platform’s responsiveness to harmful material.

NKL has received 0 notices from trusted flaggers during the Reporting Period.



4. Own-Initiative Content
Moderation

4.1 General overview of content moderation process

XNXX employs a proactive, multi-faceted approach to content moderation designed to detect and address illegal content
or content that violates the platform's ToS. Content such as CSAM, NCII or depictions of gender-based violence is treated
with the utmost priority. Once identified, such contentis removed and subjected to internal investigation. Relevant recipient
data associated with such content is reported to local law enforcement authorities to facilitate further action.

When content — particularly high-priority violations such as CSAM or NCII — is flagged, its URL is promptly de-indexed,
making it inaccessible on XNXX (so-called "ghosted"). The moderation team then reviews the flagged content. The content
remains inaccessible until the review process is completed.

While misinformation and politically charged content are infrequent on XNXX, automated means are employed to detect
and prevent the publication of text containing flagged or blacklisted terms. This ensures such content is addressed
proactively before becoming visible on the XNXX.

The platform employs a blend of automated means and human moderation to ensure precision and context-sensitive
decision-making. Automated systems flag content for review based on predefined criteria, enabling human moderators to
focus on complex or high-risk cases. This approach streamlines the moderation process while ensuring accuracy in
identifying illegal or incompatible material.

Moderators assess content using a set of criteria, including:

e  Evaluating the apparent age of individuals depicted: Moderators scrutinize the content to ensure all individuals
appear to be of legal age. This involves assessing physical characteristics and contextual details. If there is any
doubt regarding the age of a participant, the content is flagged for advanced review or removed to prevent the
potential sharing of CSAM.

e Analyzing activities shown for potential illegal conduct: The depicted actions are carefully evaluated to identify any
behaviors that may violate laws or the platform’s ToS, such as non-consensual acts, coercion, or other forms of
exploitation.

e Identifying size discrepancies or other signs of exploitation: Moderators examine inconsistencies in the length or
completeness of video content to detect potential signs of platform manipulation or exploitation. For example, a
video that appears truncated, incomplete, or suspiciously shorter than expected may indicate alteration, possibly
omitting critical context or attempting to bypass content moderation systems.

e Determining if any criminal activity has occurred: Moderators look for evidence of criminal activity, such as
trafficking, drug use, or indications of abuse, to ensure such content is immediately flagged or removed.

e Seeking secondary opinions: In ambiguous or sensitive cases, moderators consult with more experienced team
members for a second opinion to ensure accurate decision-making, especially in cases involving potential NCII or
CSAM.

e Erring on the side of caution by removing questionable content: If doubts remain after thorough evaluation,
moderators take a conservative approach by removing the content to mitigate risks of dissemination of potentially
illegal content.



e  Utilizing software tools to detect objects indicative of illegal content, such as weapons or blood: Automated means
help identify visual elements that may signify illegal activity or violence. For instance, the presence of weapons,
signs of physical harm, or blood in a video or image would trigger advanced review or immediate removal.

4.2 Content moderation process

Flagged content is directed to a dedicated review pool, which the moderation team examines daily. Human reviewers verify
the decisions made by automated means and take actions such as ghosting, validation, advanced review, or deletion,
described as follows:

e Ghosting: Content flagged during moderation may be temporarily rendered invisible to other recipients while
remaining accessible to the uploader through their account. This unindexed state, known as ghosting, serves as a
provisional measure to prevent potentially harmful material from being searchable or visible on the platform while
awaiting further review.

e Advanced Review: Ambiguous or context-dependent content undergoes advanced review by the most
experienced moderators. These moderators assess the material's compliance with the ToS and applicable laws,
considering regional, cultural, and linguistic nuances that automated means might miss. For example, the same
phrase or term could carry different implications in various cultural contexts. Advanced review acts as an
intermediary step between initial moderation and final decisions, ensuring a more nuanced analysis of complex
cases.

e Content Validation: During the validation phase, moderators review flagged content to determine its adherence
to the ToS and applicable laws. Content that meets the criteria is approved for public visibility, while items
requiring revision may remain ghosted until resolved. Material found to violate laws or the platform’s ToS is
permanently deleted.

o Deletion: Content or accounts identified as breaching the ToS or applicable laws are permanently removed. Both
the flagged material and associated accounts are deleted to prevent any future access or upload attempts.

XNXX’s moderation interface includes a backlog system that allocates flagged content to moderators based on their
expertise. This allocation may occur automatically or manually. New uploads, especially videos, are prioritized over
archived content. To ensure a balanced workload, the system mixes new and historical content for review. Moderators also
could reassign specific cases to more experienced team members when necessary.

To prevent flagged content from being disseminated, the platform’s backend ensures inaccessibility of the material under
review. The moderation interface supports efficient decision-making, allowing moderators to manage violations directly
within the system.

XNXX also has mechanisms to address instances where legitimate content is mistakenly flagged. Content slated for
deletion is pending (taken down), allowing recipients to contest the decision via XNXX’s ticketing system (internal
complaint-handling system). If errors are identified, the content is restored, and workflows are adjusted to prevent
recurrence. All flagged content, including potential false positives, undergoes thorough review by experienced moderators.
Instances of human error are tracked, and feedback is provided to moderators to enhance accuracy. Repeated errors trigger
additional training with experienced moderation team members.

While no standardized metric currently measures moderation accuracy, errors are identified through retrospective analysis
and recipient complaints. Content moderation decisions challenged by recipients or third parties are re-examined, with
secondary reviews conducted to identify and rectify mistakes. The most common complaints involve recipients contesting
the removal of content they believe complies with the ToS. Content erroneously flagged is reinstated during the takedown
period unless it requires immediate removal, such as CSAM.

Table 3 highlights the platform's actions across various content categories. Automated tools play a significant role in
detecting problematic content, especially in high-volume categories like spam and simulated violence, where automation
identified the majority of flagged items. For instance, of the 3,627 measures taken against spam, 3,622 were detected using



automated tools, demonstrating the efficiency of automation in handling large-scale violations. However, categories
requiring more nuanced judgment, such as harassment and non-consensual content, relied exclusively on human

moderation.

Table 3: Number of measures taken at the provider's own initiative

Category of illegal content

Number of measures taken at the
provider's own initiative

Number of measures taken
after detection with solely

automated means
Copyright 2 2
Harassment 2 0
Non consensual 7 0
Other 5 0
Scatophilia 1 0
Spam 3627 3622
Stolen private content 6 0
Underage 3 1
Violence (Simulated) 31 30

4.3 Types of measures

This section outlines the measures implemented by NKL to manage the availability, visibility, and accessibility of content
provided by recipients of the XNXX platform. These actions are classified based on the method used to identify violations
and the specific restrictions imposed on content or recipient accounts (see Table 4 for details).

Table 4: Description of the measures applied to content or recipient accounts in terms of moderation activities

Content Restrictions

Account Restrictions

Detection Method

Content ghosted (i.e. unindexed content)

The content remains accessible on the
platform’s backend but is hidden from public
view. It does not appear in searches or
recipient listings, although the uploader can
still access it through their account. This
approach serves as a temporary measure. If
further review determines the content to be
acceptable, itis restored and made publicly
visible.

Content taken down (i.e. pending deletion)

The content has been removed but not
permanently deleted. This intermediate phase
allows recipients to contest the removal by
submitting complaints. If the moderation
team confirms the initial decision after review,
the content proceeds to permanent deletion.
This process ensures that moderation
decisions remain reversible during the review
period.

Content deleted (i.e. permanent deletion)

The contentis irreversibly removed from the
platform. Once deleted, it cannot be
recovered or restored. This measure
represents a final and conclusive action taken
against the flagged items.

Account terminated

An account becomes temporarily inaccessible
to the recipient, effectively functioning as a
temporary suspension. During this period, the
recipient cannot log in or access their
account, but the underlying data remains
intact. Recipients could file complaints or
provide evidence to challenge the suspension.
If the dispute is resolved in their favour, the
account is restored. Otherwise, the account
may be permanently deleted after a
designated review period.

Account deleted

An account is permanently removed from the
platform’s systems, including all associated
data and content. This action is irreversible,
and the account cannot be recovered in any
form.

Automated detection

Illegal or incompatible content is identified
using automated means. These tools flag such
content for further review by the moderation
team. Examples include copyrighted material
detected through fingerprinting technology and
illegal content, such as CSAM, identified using
Al-based classifiers.

Manual review

Content on the platform may be flagged
proactively (on the platform's own initiative), by
recipients  (through a notice-and-action
mechanism), or by automated means. This
flagged content undergoes review by human
moderators, and if it is found to be illegal or in
violation of the Terms of Service (ToS), it is
removed.

To better understand how these measures address specific categories of illegal or inappropriate content, Table 5 illustrates
the frequency and type of restrictions applied.
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Table 5: Statistics on the types of measures taken

Category of illegal content Content Content restriction-  Content Accountrestriction-  Account
restriction - Content takendown  restriction - Accountterminated  restriction -
Content ghosted Content deleted Accountdeleted
Copyright 1 1 0 0 0
Harassment 0 1 1 0 0
Non consensual 2 5 0 0 0
Other 4 1 0 0 0
Scatophilia 0 1 0 0 0
Spam 4 1 3622 0 0
Stolen private content 3 3 0 0 0
Underage 0 2 1 0 0
Violence (Simulated) 31 0 0 0 0

4.4 Content moderation approach

XNXX employs a range of sophisticated automated means to detect potentially illegal or policy-violating content on the
platform (for more information about these tools, see Section 6). When flagged by these systems, content undergoes
thorough review by trained human moderators. This dual-layered approach ensures that decisions are informed by
contextual understanding and nuanced judgment—capabilities that automated means alone cannot provide.

The moderation team’s responsibilities go beyond monitoring newly uploaded content. A significant portion of their work
involves proactively reviewing previously uploaded items to identify and address any illegal or ToS-violating content.
Additionally, the platform uses a keyword detection and matching system to automatically filter textual content (primarily
comments and forum posts), blocking blacklisted words or expressions before publication. While this tool is effective in
preventing harmful text content, statistical data on automated deletions, such as blocked comments, is not maintained.

Automated means play a pivotal role in XNXX’s content moderation strategy. They excel at handling large volumes of
potentially harmful material, allowing human moderators to focus on high-risk content requiring critical evaluation. The
table below provides statistics on the performance of these tools in identifying and addressing problematic content.

Table 6: Effectiveness of automated means in content moderation process

Indicator Number of items identified by Number of items identified by Number of items identified by
automated means automated means + action taken automated means +no action taken

Visual Content (video, images) 35176 36 35140

Text Content 224188 3613 220575

The data demonstrates that automated tools are highly effective at identifying potentially harmful content, as evidenced by
the significant numbers of items flagged across both visual and text-based materials. However, the relatively small
proportion of flagged content that leads to action (36 items for visual content and 3,613 for text content) suggests that many
items flagged by automated systems are ultimately deemed non-actionable upon further review. This underscores the
importance of balancing automated processes with human oversight to ensure accuracy and appropriate decision-making
in content moderation.

By combining the efficiency of automated detection tools with the critical judgment of human reviewers, and by
continuously refining training and support systems for moderation teams, NKL ensures that its platform is safe and
compliant.
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4.5 Measures against platform misuse

NKL is dedicated to ensuring the safety and integrity of the XNXX platform by promptly addressing instances of illegal
content. When recipients upload content that is clearly illegal (such as material suspected to involve CSAM, NCII, or acts
of terrorism) the offending content is immediately removed. The data provided in Table 5 illustrates the actions taken to
remove illegal content. Notably, all actions pertain to content restrictions (such as ghosting, removal, or deletion), and no
measures were taken against recipients’ accounts during the Reporting Period.

4.6 Out-of-court dispute settlement submissions

In accordance with Article 24(1)(a) of the DSA, recipients have the right to challenge decisions made by NKL through
appropriate legal channels. They may also seek resolution through certified dispute settlement bodies if necessary. During
the Reporting Period, NKL confirms that no submissions or disputes were received from any certified out-of-court
settlement body under Article 21 of the DSA.
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5. Internal Complaint-
Handling Systems

5.1 Description of the complaint-handling system

XNXX provides recipients with an opportunity to appeal moderation decisions that affect their content or accounts. This
commitment is reflected in the internal compliance handling mechanisms NKL has established to ensure recipients have a
clear avenue to express their concerns. XNXX’s internal complaint-complaint handling system offers recipients two ways to
file a complaint, through the ticketing system and by email.

The ticketing system is an essential tool for managing interactions between recipients and the platform’s complaint-
handling team. It enables XNXX to efficiently address complaints, disputes, and other inquiries related to content
moderation or account restrictions. Every communication concerning a complaint is logged as a "ticket," ensuring
transparent and organized correspondence. This centralized approach guarantees that each recipient inquiry is
systematically tracked and resolved.

Recipients can initiate the complaint process directly through the ticketing interface available in their account dashboard.
By clicking the "Appeal this decision" button, recipients can contest specific moderation actions. The interface also
provides access to the notices that prompted the content review. Importantly, even suspended recipients retain limited
account access, allowing them to use the ticketing system to communicate with the support team. Although they cannot
interact with other recipients or upload content during suspension, they can still appeal decisions and request a review.

Alternatively, recipients may initiate the complaint process via email by following the link provided in the notification they
receive. This email explains the reasons for the initial moderation action and offers a direct way to submit an appeal.

Once a complaint is submitted, XNXX promptly reviews it. The investigation process assesses whether the action, such as
content removal or account suspension, was justified. If additional documentation or clarification is needed, the recipient
is contacted to provide the required information.

If a complaint is deemed valid, corrective actions are taken, such as restoring removed content or reversing an account
suspension. The resolution is documented in the ticket, and the recipient is notified of the outcome. If the complaint lacks
merit, the ticket is closed, and the recipient is informed accordingly.

Table 7 highlights the efficiency and outcomes of this process. Importantly, no decisions were reversed, indicating that the
initial moderation actions were justified upon further investigation. These results reflect NKL's commitment to thorough and
timely complaint resolution. Furthermore, the low reversal rate suggests a high degree of accuracy in initial moderation
decisions.

Table 7: Statistics on internal-complaints mechanism decisions

Indicator Total number Decisions Decisions Decision Median time
upheld reversed omitted [hrs]

Number of complaints submitted to the

; . . 17 17 0 0 12,26
internal-complaints mechanism

NKL dedicates significant resources to addressing recipient complaints and appeals. A specialized team carefully examines
every case submitted through the XNXX's internal complaint-handling system. When an error is identified, immediate
corrective actions are taken. These actions might include restoring mistakenly flagged content or reversing unjust account
terminations. Recipient feedback through appeals is valuable for continuously improving NKL's moderation systems.
Insights from this feedback are used to refine automated systems and human review processes, reducing the likelihood of
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similar mistakes in the future. By prioritizing this iterative approach, NKL ensures that its content moderation framework
evolves to better meet the needs of its recipients.
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6. Automated Means

6.1 Qualitative description

To maintain a safe and compliant platform, XNXX employs automated content monitoring tools to identify, review, and
manage material that may violate the platform’s ToS or legal regulations. These tools streamline moderation by combining
precise detection with comprehensive media coverage, including videos, images, and text. Each toolis designed to address
specific challenges, such as identifying duplicates, detecting prohibited behaviors, or flagging harmful content for further

review.

By leveraging technologies such as MD5 hashing for duplicate detection, Vercury for content fingerprinting, and Al systems
like Hive and Google SafetyNet API for analysing context and potential risks, XNXX ensures efficient and thorough content
oversight. These tools enable real-time monitoring and enhance preventative measures, ensuring the platform remains safe
and trustworthy for its recipients.

The table below provides an overview of the primary automated tools utilized by XNXX, outlining their functionalities and
intended purposes in content monitoring and enforcement.

Table 8: Overview of automated means used for content moderation

Automated means

Qualitative description of the automated means

Purpose of the use of automated means

MD5 hash

Vercury (fingerprinting
of video and image
content)

Hive

Google SafetyNet API

Safer

Keyword search and
match

MD5 hashing creates a fixed-size fingerprint of a
file to verify integrity, detect duplicates, or track
changes.

Vercury is a fingerprint system that relies on an
internal signature database. It compares video
signatures against the Vercury database to detect
matches.

Hive uses Al to analyse images and videos,
attempting to identify behaviour, context, or
potentially harmful activity in the scene.

Google SafetyNet APl uses Al to analyse images
and assigns an underage risk score based on its
assessment of the content.

Safer maintains a fingerprint database of known
content to detect and flag matches against its
database efficiently.

Text content is managed using blocklists and grey
lists to identify and flag problematic keywords or
phrases.

Used to detect exact duplicates of known files. If a match
is found, the content is flagged for review.

Vercury generates a match score by comparing video or
image content signatures to its internal database. Based
on the score, content may be blocked or sent for review,
primarily targeting illegal materials.

Hive is employed mainly to identify content that violates
the ToS (e.g., alcohol, violence, firearms). Actions
include blocking or flagging for review.

Used to flag potentially harmful content for review,
focusing on violations like malware or abusive material.

Functions similarly to Google SafetyNet API to flag
potentially harmful or inappropriate content for review.

The block list prevents recipients from using specific
words or phrases entirely, with such content not being
saved. The grey list is used to review flagged content for
further analysis.

6.2 Indicators of accuracy, error rates, safeguards

This section provides an overview of the performance and reliability of the automated systems employed by XNXX for
content moderation, along with the safeguards in place to ensure responsible enforcement. Detailed data on accuracy
rates, error margins, and the scope of these automated tools are presented to offer clarity on their functionality.
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The accuracy and error rates of the automated tools used in content moderation vary based on the type of content being
assessed and the methodologies applied. Table 9 summarizes the key performance indicators for these systems.

Table 9: Indicators of accuracy and error rate for automated content moderation means

Automated means

Indicator of accuracy

Possible rate of error

Parts of online interface scanned

MD5 hash

Vercury
(fingerprinting of
video and image
content)

Hive

Google SafetyNet API

Safer

Keyword search and
match

Data not available for this means.

Vercury achieves: 83% accuracy for
identifying blocked content; and initially
2.5% accuracy for flagged-only content,
which since June 2024 improved up to
10%.

Hive's accuracy is currently not
quantifiable, as it is used primarily as an
aid in manual review. However, 10% of
highly problematic Hive reports are
confirmed to be correct upon review.

Forvideos: Google High is 100% accurate;
Google Medium is 1.6% accurate. For
pictures: Google Very High is 100%
accurate; High is 75% accurate; Google
Medium is 15% accurate.

Safer has an accuracy rate of 10%.

Data not available.

Data not available.

Around 15-20% error rate for
blocked content, pending
review

Approximately 90% error rate
for problematic content; review
required to include context.

98.5% error rate for videos; and
70% error rate for pictures

90% error rate

Data not available.

Any file type (binary data)

Videos only

Videos and images (pictures)

Videos and images

Videos only

Text only (comments)

Recognizing the limitations of automated systems, XNXX incorporates multiple layers of safeguards to enhance the
moderation process (see Table 10). These safeguards ensure that content flagged by automated tools undergoes further
verification before enforcement actions are taken

Table 10: Safeguards applied alongside the use of automated means in the content moderation process

Automated means

Safeguards applied

MD5 hash

Vercury (fingerprinting of
video and image content)

Hive

Google SafetyNet API

Safer

Keyword search and match

Used for basic file integrity checks; flagged matches are manually

reviewed before any action.

All content flagged by the Vercury system is manually reviewed to
determine whether it should be removed.

Content flagged as “problematic” by Hive is manually reviewed for

final decision-making.

All flagged content is manually reviewed before any enforcement

action is taken.

All content flagged by the system is subjected to manual review to

confirm issues.

Content flagged by the block list displays an error message to the

recipient without retention of data. Content flagged by the grey list is

manually reviewed.

NKL emphasizes the continuous enhancement of its proprietary and third-party moderation systems. Feedback from
moderation teams plays a criticalrole in refining automated tools, resulting in better efficiency and accuracy. The databases
used for text-based moderation are frequently updated with new terms, slang, and language patterns to address evolving

challenges effectively.
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The commitment of NKL to address issues like CSAM, violence, and other harmful content reflects the importance of a dual
approach: automated tools combined with human moderation. This hybrid model leverages the speed of technology and
the discernment of human reviewers, ensuring robust content moderation practices.

Article 42(2)(c) of the DSArequires platforms to provide indicators of accuracy and related information as outlined in Article
15(1)(e), broken down by each official language of the Member States. However, NKL is unable to provide the requested
information due to technical limitations that make it impossible to collect such data.
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7. Human resources

7.1  Human moderation capabilities

NKL engages a team of highly skilled personnel to ensure the XNXX platform complies with its ToS and legal obligations.
Content moderation involves overlapping responsibilities across different stages of review, which makes it challenging to
assign precise figures to each task. Still, NKL’s approach guarantees thorough oversight of every aspect.

Table 11: Breakdown of human resources by moderation stage

Moderation stage pedesd Moderation scope
FTEs

Head of the Moderation Team 1 | supervises moderation efforts, establishes
workflows, and addresses complex cases
requiring expertise;

Basic review 20 | conducts initial content reviews, monitors
platform activity, and moderates general content;

Advanced review 4 | handles complex cases, identifies problematic
trends, and recommends procedural
improvements;

Complaints per Art. 20 DSA 3 | this specialized team focuses on processing

Trusted flaggers notices per Art. 22 DSA notices and executing content take-down

Third party notices and content take-down requests as well as handling complaint;

Channel oversight 25 | oversees specific channels, ensuring issues are
resolved.

Thanks to their multilingual capabilities, these professionals cover a broad range of languages. They possess proficiency in
official EU languages, including Czech, English, Slovak, and others (as outlined in Table 12), as well as non-EU languages
such as Russian, Ukrainian, Kazakh, Serbian, Hindi, Tagalog, and Gujarati. One team member, responsible for handling
notices and complaints, is fluent in Japanese. For languages not directly supported within the group, translation tools are
utilized to expand linguistic reach.

Table 12: Linguistic expertise allocation in human resources by EU official languages

EU official languages Code Internal FTEs External FTEs FTEs with sufficient
linguistic expertise
Czech cs 18 0 18
English en 19 9 28
French fr 1 0 1
Italian it 2 2
Slovak sk 16 0 16
Spanish es 0 6 6

All moderators are required to possess advanced English proficiency, strong computer skills, and the ability to handle
sensitive content. This is supported by comprehensive training programs and a high retention rate. Furthermore, keyword
databases incorporate variations in all EU languages, ensuring precise and contextually aware moderation across a diverse
linguistic landscape.

7.2 Moderation team training

Content moderators undergo structured and ongoing training to ensure they are well-equipped to handle their
responsibilities. Training is conducted by the Head of Moderation Team and experienced moderators, ensuring new recruits
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and existing team members are guided by seasoned professionals. Newly hired moderators undergo a mentorship-based
onboarding process, observing experienced colleagues before gradually taking on tasks under supervision.

Training emphasizes the responsible handling of sensitive content, the identification and addressing of illegal material, and
a strong familiarity with moderation processes and classification methods. Moderators receive continuous feedback and
have access to resources such as a Q&A reference table and real-time communication platforms, fostering collaboration
and knowledge sharing.

NKL employs a comprehensive approach to ensure that moderation practices are aligned with the platform’s ToS and
adhere to consistent standards. Key measures include:

e  Moderation decisions are systematically reviewed by the Head of the Moderation Team. These reviews ensure that
decisions are accurate and in strict with NKL's moderation practices.

e  Evaluations focus on identifying patterns or discrepancies in the application of moderation practices. Feedback is
provided to team members to refine their approach and maintain uniformity across XNXX.

e leveraging significant expertise, the Head of Moderation Team leads these efforts to uphold NKL's standards of
content moderation while addressing areas that may require improvement.

7.3 Support and well-being

NKL acknowledges the unique challenges content moderators face and underscores the importance of supportive
conditions for their physical and mental well-being. To help safeguard physical health, they typically have access to
ergonomically designed workstations equipped with adjustable desks, supportive chairs, and monitors that reduce
eyestrain. In many instances, opportunities are available for fitness and wellness programs—such as gym, swimming, and
sports facility memberships—along with personalized wellness guidance to encourage healthy lifestyle habits.

NKL also places great emphasis on the mental health of those entrusted with content review. They operate in environments
that facilitate open dialogue about stress and emotional challenges, ensuring that confidential consultations are accessible
when needed to mitigate the risk of burnout. Where feasible, flexible scheduling and remote options are considered,
providing additional ways to address individual circumstances.

NKL also emphasizes sustained engagement through ongoing dialogue between moderators and senior team members.
This open communication reinforces a supportive environment, providing opportunities for continuous feedback and the
adaptation of policies to meet evolving needs.
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8. Average monthly recipients

NKL is committed to ensuring transparency in the use of its services. This commitment includes providing a detailed
breakdown of XNXX’s average number of monthly active recipients across Member States. Below is a table presenting this
data, compiled in compliance with the requirements of Article 42(3) of the DSA.

Table 13: Average monthly recipient numbers broken down by EU Member State

Member States Number of average monthly recipients
during the Reporting Period

Austria 727971
Belgium 1067365
Bulgaria 863885
Croatia 696955
Cyprus 56471
Czech Republic 556128
Denmark 603171
Estonia 5223
Finland 448980
France 7210008
Germany 3819374
Greece 1958985
Hungary 1312171
Ireland 651933
Italy 10321962
Latvia 275399
Lithuania 218819
Luxembourg 58856
Malta 72816
Netherlands 1077094
Poland 3252116
Portugal 1530155
Romania 2546552
Slovakia 463567
Slovenia 94454
Spain 4874199
Sweden 1102614

NKL’s calculations exclude recipients who access XNXX through Virtual Private Network (VPN) connections. This decision
stems from the fact that VPN usage can obscure the geographical location of recipients, making it challenging to determine
their true location within Member States.

Recipients employing VPNs typically do so to encrypt their internet traffic or bypass geographical restrictions in regions
where access to adult platforms is restricted. Such practices are prevalent in jurisdictions with stringent content access
regulations (e.g., India or the United Arab Emirates). Consequently, recipients connecting via VPN are predominantly
located outside the European Economic Area (EEA).

Given these factors, NKL ensures that the data presented reflects only recipients accessing the platform directly, excluding
those whose location cannot be reliably determined due to VPN masking. This approach aligns with NKL’s commitment to
accuracy and compliance with the DSA’s transparency obligations.
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